ABSTRACT

........

........

......

...........

......

.....

....

.... ... ... ..

....

....

WEB SERVER

KDC TGS (d) (e) KCA

"LOGIN"

KX509

BROWSER WEB

(g) (f)

(c) TGT Workstation

User

password (a)

certificate cache

(b)

                                            cert.x509@@REALM.
cert.kx509@@REALM

Let v= resquest or response, c= and q= E_K(P K of P , K_q K_{c,q} T_{c,q}=q,E_{Kq} (c,ipaddr,start,K_{c,q} a =A_{c,q}=E_{Kc,q}(c,ipaddr,t),E_{Kq} (T_{c,q} and p=

request

contains v version a HMAC_{Kc,q}(v,p p

response

v s HMAC_{Kc,q}(v,x,e,s x e information.

#

BEGIN

}

}
END

The ap-req krb_mk_req

krb_rd_req to

KRB_PROT_ _MSG_APPL_REQUEST HOST_BYTE_

keypair. The pk-hash

pk-key.

The pk-key

error-code

The error-code

The hash

                                                      error-code
certificate error-message

The certificate

certificate. The error-message VisibleString OCTET-STRING

                                                             error-
message hash.

domain.

_

" Authentication" " "

" " 1988.